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By Ann Wilson

To our longtime members, new members, and
future members, | thank you for your continued
support. | encourage all of you to become more
involved with your local chapter—by attending
programs, recruiting new members, or volunteering
for a committee or the Seattle AWIS board.

Our year kicked off in September with a program
honoring our scholarship winners. On behalf of the
entire Seattle AWIS board, | would like to thank all
of the organizations and individuals that contributed
to the scholarship fund and the committee that
reviewed the applications. This newsletter contains
an article by Fran Solomon highlighting the
accomplishments and goals of our 2010
Scholarship Winners

This edition of our newsletter focuses on computers
and computing sciences, and | am proud of the
diversity and expertise that our authors bring to this
edition.

Bruce Li, a senior research software engineer,
highlights our local computer-technology company,
Microsoft, who is a worldwide leader in computer
software and services. Learn about Microsoft and
it surprisingly diverse line of products and services;
including computer software, software for computer
servers, online services, and more recently
hardware and entertainment products.

Ashley Atwood provides an update on “Research
briefs of the Computing Field”. Have you ever
heard of TimeTree iPhone apps, G-SQZ (Genomic
SQueeZ), open-source software, or the Foldlit
“game”? Read on to find out about these exciting
upcoming technologies.
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Aarthy Vallur shares with us a wonderful article on
cloud computing - “Let’s reach for the clouds - Is
cloud computing the panacea for all our computing
shags?” Cloud computing refers to the availability
of raw computing power and applications through
the Internet, where cloud computing offers many
advantages to researchers and will alter the
scientific landscape in unimaginable and exciting
ways.

Christina T.L. Chen'’s article titled “Bioinformatics —
where statistics, computer algorithms and biology
coexist” talks about the relatively new and very
relevant field of Bioinformatics also known as
Computational Biology. This new field utilizes and
blends the fundamentals of statistics models and
computational algorithms to investigate questions
in biology.

Lucinda Brookens’ article “Data Mining and Public
Privacy” discusses the use of sophisticated data
analysis tools to discover previously unknown,
valid patterns in large data sets. Data mining is
becoming increasingly common. Industries such
as banking, insurance, medicine, and retalil
commonly use data mining to reduce costs,
enhance research, and increase sales.

Lastly, Cathy Manner introduces us to the 2010-
2011 Seattle AWIS board members, in her “Meet
the Seattle AWIS Board Members” article.

Again, | thank you for your continued support of
Seattle AWIS. Last year, we saw an increasing
number of new faces at each of our programs—I
hope we can continue the trend this year. | leave
you with the challenge to bring at least one new
member with you to a program this fall, and | look
forward to seeing you soon!

Amnmn Wilsemn
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The 2010-2011 board is a diverse group of women representing a wide range of educational
and career paths in academic, government, for-profit, and non-profit organizations. The
strength and vitality —of Seattle AWIS depend on the contributions of our members, so we
invite all of you to share your ideas  when you see us at programs and other events.

Ashley Atwood (GEMS) has a B.S. in computer science from Tulane University in New Orleans.

Lynne Becker (Programs) is currently a Scientific Project Manager at Covance Genomics Laboratory,
where she assists biopharmaceutical clients in designing genomic experiments to support biomarker
development. Previously Lynne served as the Senior Project Manager for the HIV Vaccine Trials Network
(HVTN) at the Fred Hutchinson Cancer Research Center. In this role, she managed ancillary studies
conducted by an international collaboration of scientists searching for a safe and effective HIV vaccine. She
earned a Ph.D. in food science and technology from the University of Nebraska and completed a
postdoctoral fellowship in the Department of Microbiology at the University of Washington.

Sara Bender (GEMS) is enrolled in the Ph.D. program at the University of Washington's School of
Oceanography. She earned her M.S. degree in biological oceanography from the University of Washington
and her B.A. in biology from Rutgers University. She studies the cellular metabolism of marine diatoms (a
type of phytoplankton) using both laboratory and field-based approaches.

Christina Chen (Webmaster) is a postdoctoral fellow in the Public Health Sciences division at the Fred
Hutchinson Cancer Research Center. She earned a Ph.D. in computational biology from Washington
University in St Louis. She has a diverse scientific background in comparative genomics, genetics, mouse
embryonic stem cells, statistics, and computer science.

Lisette Coye (Group Mentoring, Programs) is a postdoctoral fellow in the Department of Immunology
at the University of Washington. She is currently studying the function of Salmonella effector proteins SseJ,
SifA, and SifB during infection of mammalian cells. She has a Ph.D. in microbiology and immunology from
the University of Miami.

Jane Dickerson (Publicity ) is a postdoctoral fellow at the University of Washington Medical Center in
the Department of Laboratory Medicine. She is currently in a two-year training program to learn clinical
chemistry. She is involved in several method validation projects to improve laboratory testing. She has a
Ph.D. in chemistry from the University of Washington. She is also busy planning her wedding to be held
next summer.

Haifa Ghandour (Group Mentoring) is a Senior Research Scientist at Albany Molecular Research, Inc.
(AMRI), supporting the In vitro Biology Discovery Research and Development projects. She earned her
Ph.D. in medical sciences at the Technion — Israel Institute of Technology and completed postdoctoral
fellowships at Tufts University and Harvard Medical School in Boston.

Nancy Ruzycki (SMARTGIrls) is an educator with Seattle Public Schools. She holds a Ph.D. in physics
from Tulane University.
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Anette Hommelgaard (Newsletter) is a Drug Development Project Manager working in the biotech
industry at Seattle Genetics Inc, a company focusing on developing innovative antibody-based therapies for
patients with cancer and autoimmune diseases. She earned her Ph.D. in molecular and cell biology from the
University of Copenhagen.

Cathy Manner (Newsletter) is a Senior Program Officer with the Life Sciences Discovery Fund, a state
agency that supports life sciences research across Washington to improve health and promote economic
vitality. She earned her Ph.D. in biomedical sciences from the University of California, San Diego.

Jennifer McCullar (Programs) is a Licensing Associate at the University of Washington Center for
Commercialization. She received her Ph.D. in molecular and cellular biology from Oregon State University.

Wei Qiao (Newsletter) earned her Ph.D. in cellular and molecular biology at the University of Wisconsin-
Madison in 2008, and is currently a senior fellow trainee in the School of Medicine at the University of
Washington. She enjoys ballroom dancing, travelling, and hiking, and Seattle is a good place for all of those.

Fran Solomon (Scholarship) is an environmental biology professor at Western Washington University,
Huxley College of the Environment on the Peninsulas. She also teaches short courses for environmental
professionals and the general public in Washington State, Alaska, and western Canada and researches
impacts of endocrine disruptor chemicals for the Washington Toxics Coalition. This fall, she will give lectures
at three universities in Japan. Fran earned a master’'s degree in environmental health and a Ph.D. in
fisheries from the University of Washington and has over 25 years of work experience in environmental
agencies.

Dani Vinh (Secretary) earned her Ph.D. in molecular and cell biology from the University of California,
Berkeley. She did postdoctoral work in the Departments of Biochemistry and Microbiology at the University
of Washington. Her most recent research involves using the yeast model system to study bacteria-host
interactions.

Reitha Weeks (Treasurer) is Resident Scientist and Program Manager for the Northwest Association for
Biomedical Research. She develops curricula for middle and high school science classes and manages
science outreach programs. She holds a Ph.D. in genetics from the University of Washington and has 16
years of experience in Seattle’s biotech industry.

Ann Wilson (Acting President, Membership) is a Research Study Coordinator with the Department of
Radiology at the University of Washington. She has a M.Sc. in microbiology from the University of British
Columbia.

Theresa Zwingman (Outreach) is a developmental neuroscientist working at Seattle Children's Hospital.
She holds a Ph.D. in neurosciences from Case Western Reserve University. She has a longstanding interest
in development and transgenic models of disease. Theresa plans to increase social and professional
interactions in the Seattle scientific community through a series of networking socials in the coming year.
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Seattle AWIS was pleased and proud to award scholarships to Seven outstanding future

scientists for the 2010-2011 academic year. Scholarship winners were selected based on

academic achievement, financial need, and motivation to pursue a science career.

The Scholarship Committee thanks again the many AWIS members who contributed financially to the
scholarship fund, Amgen for matching their employees’ contributions, and ZymoGenetics for their
continuing generous contribution of $3,000. Three of the 2010-2011 scholarships were named in honor
of ZymoGenetics. Another scholarship was named in memory of Angela Paez, a brilliant and talented
two-time scholarship winner who was enrolled in the University of Washington (UW) M.D./Ph.D.
program when she died in an avalanche while cross-country skiing in the Alaska wilderness. Angela
courageously overcame many obstacles in her life to first earn her high school GED, then excel in
community college, and then earn her bachelor’s degree.

Following are biographical profiles of this year’s recipients of AWIS scholarships. We know that our
money has been well invested!

Sandrine Moutou received the Angela Paez Memorial Scholarship. She emigrated from France to the US 14
years ago, learned English, earned her high school GED, and worked her way up in the restaurant business
while grieving the deaths of her mother and boyfriend. She received her associate’s degree from Shoreline
Community College and is currently working full-time to support herself through the UW while attending classes
full-time and maintaining an excellent grade point average. Sandrine is now a senior, majoring in applied
mathematical and computational sciences. After graduation, she will enter a graduate program in biostatistics.
She looks forward to a career as a biostatistician in cancer research.
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Aila Co received a ZymoGenetics scholarship. She
is a junior at UW, where she is majoring in
biochemistry and biology. Her career goal is to
become a physician and possibly a medical
research scientist; she will apply to medical schools
or to M.D./Ph.D. programs. Towards this goal, Aila
has taken the initiative to shadow physicians and to
find a research position at the UW School of
Medicine. Aila is working her way through college
with the money that she earns from this job. An
especially meaningful experience for Aila was her
participation with the Portland Medical Brigades in
Honduras for six days this past spring. She assisted
medical students and physicians in providing much-
needed health care in four rural villages. When she
becomes a physician, she plans to participate in a
Medical Brigades mission annually. Aila also “gives
back” by tutoring chemistry at Garfield High School.

Rachel Lipsy is a senior at UW, where she is
majoring in physical oceanography. Her passion for
this field was piqued by her participation as a high
school student in the Johns Hopkins Center for
Talented Youth and the Sea Education Association
summer programs in oceanography. She began her
undergraduate oceanography studies at the
University of Rhode Island, attended UW during her
sophomore year through the National Student
Exchange Program, and transferred to UW in her
junior year. She has shown leadership in the UW
School of Oceanography by rebuilding the inactive
Student Oceanographic Society and serving as its
president, and editing Depth, the undergraduate
oceanography publication. After graduating from
UW, Rachel plans to work for a year and then attend
graduate school in oceanography. Her college
summer research and environmental policy
internships have given her valuable experience
towards her career goal of being a liaison between
scientists and policymakers.

Quyen Nguyen received a ZymoGenetics
scholarship. She is entering her senior year at UW,
where she is majoring in biochemistry. As a high
school student in Vietham, Quyen'’s interest in
biochemistry was spurred when she witnessed the
devastating damage of Agent Orange during her visit
to a school for visually impaired students. At the age
of 16, she came to the US and finished high school
while simultaneously earning her Associate of
Science degree at Seattle Central Community College
and tutoring students in math and science. Quyen has
a special interest in Alzheimer’s disease and is
conducting laboratory research at UW on the cellular
expression pattern of amyloid precursor protein,
which is involved in the pathogenesis of the disease.
She is enthusiastic about her research and also loves
volunteering at Nguyen’s Pharmacy, where she
assists the pharmacists in customer service and
learns more about the names and functions of
different medicines. Her career goal is to pursue a
Pharm.D. degree and become a pharmacist because
she wants to understand how medications are used to
treat diseases and explain this to others so that they
can use medicines appropriately. Quyen’s strong
motivation for success has originated not only from a
passion for biomedical sciences but has also been
strengthened by her love for her parents, who are
working very hard by running their business in
Vietnam to support her dream in America.
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By Bruce Li, senior research software engineerMicrosoft

Founded in 1975 by Bill Gates and Paul Allen, Microsoft is a worldwide leader in computer software and
services. Microsoft is not only the world’s largest company in building software for personal computers
(Windows and Office), it is also the top company in making software for computer servers. These include
the Windows Server operating system, SQL Server database management system, Exchange group
communication server, real-time Office Communication Server, and Windows Azure, the recently
introduced cloud computing system. What's more, Microsoft is the top competitor in online services
including MSN.com and Bing.com. Recently, Microsoft has entered the hardware and entertainment
market and has rapidly become a leader in game consoles (e.g. Xbox systems).

Some highlights about Microsoft:

Windows Series are the world’s most popular operating systems and have been installed in billions of
personal computers and servers. Two hundred million copies of Windows 7, the latest member of this family,
have been sold since November 2009; it is the fastest selling operating system in history.

Office (including Word, PowerPoint, Excel, Access, and other software) is the world’s most popular office
software for productivity and cooperation, and it is used on both Windows and Macintosh systems. The latest
version, Microsoft Office 2010, was released in April 2010.

Visual Studio is the most popular Integrated Development Environment (IDE) for software development, and it
is used by millions of program developers worldwide to build applications for desktop, servers, Web, and
mobile devices.

Outlook client and Exchange server system are the world’s most popular software for email management,
calendar, task scheduling, and group communication. Outlook Webmail system, the Web-based version, is
freely provided by Microsoft to educational institutions.

SQL Server is one of the world’s biggest database management systems, second only to the Oracle database
management system.

Since last August, Bing has become the second most frequently used search engine in the US.

The Xbox 360 game console is one of the world’s best-selling console systems. As of August 2010, Xbox 360
is the best-selling game console in the US, surpassing Nintendo Wii, Sony’s Playstation 3, and even
Nintendo’s DS hand-held system, the previous best-seller.

Microsoft builds famous game software such as the Halo series, the fastest selling game software in history.
First-day sales of Halo: Reach, the latest version, exceeded $200 million.

During the upcoming holiday season, Microsoft will roll out a bunch of exciting products. For example, Xbox
Kinect uses a whole-body motion sensor as a revolutionary departure from regular games, allowing people to
play volleyball or ping-pong, surf, or dance without using joysticks or buttons. What will also be exciting is the
release of Windows Phone 7, featuring very fast response, sleek touch-screen control, seamlessly integrated
speech recognition, a high-definition display, a high-quality camera, and built-in social network functions.
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By Ashley Atwood

The Translational Genomics Research Institute  has
filed a patent application for a new technology, G-SQZ
(Genomic SQueeZ) that can compress data by up to 80%.
When compressed, relative order of data is maintained and
selective content access is allowed. The G-SQZ technique
IS a new application of Huffman coding, first developed in
the 1950s, which uses smaller codes for pieces of
information occurring most frequently. However, the G-SQZ
solution is specific to genomic sequencing data. Since
genome sequence analysis requires data analysis on the
terabyte scale, this technology could save millions of dollars
in data storage costs for researchers and institutions. G-
SQZ will be made freely available for academic and
research purposes, but commercial opportunities in genome
storage and processing will be explored as well. (The
Translational Genomics Research Institute, July 6, 2010)

Results from a University of Washington  project, the
Fold It “game”, launched two years ago to utilize human
brainpower to tackle protein folding mysteries, were
published August 5 in Nature and show that the project is a
success. Human players of the publicly accessible online
game were superior to supercomputers on problems
requiring radical moves, risks, and long-term vision. Since
scientists know the parts of a protein but not necessarily
how the parts fit together in a 3-D structure, thousands of
computers are working on calculating how physical forces
may cause a protein to fold. But there is not enough
computing power in the world to solve every protein, and
computers may not take the best approach, so tens of
thousands of FoldIt players took on the challenge. Over
57,000 Foldlt players are acknowledged in the author list of
the recent paper. (University of Washington, August 5,
2010)

-I-homas Serre and his colleagues at
Brown University have developed
open-source software that analyzes
video of lab mice and identifies
behaviors such as grooming or
feeding. The new computer system is
as accurate as humans in categorizing
and recording mouse activity. The
value of the software lies not only in
relieving the boredom of researchers
assigned to watch video and log
mouse actions, but also in providing a
less-subjective analysis as well as
being able to catalog a higher number
of activities. The system is accurate for
different strains of mice and various
lighting conditions, and Serre says that
the system is likely to be easy to adapt
for use with other lab animals as well.
(Brown University, September 7, 2010)
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A computational model of inflammatory bowel disease (IBD) has been developed
at the Virginia Bioinformatics Institute of Virginia Tech that simulates the
molecular and cellular events underlying chronic gastrointestinal inflammation. The
project allows scientists to investigate in detail the immunological changes that take
place when IBD invades otherwise healthy tissue. The disease starts when an
abnormal immune response is initiated toward some of the trillions of bacteria in the
colon. The response can lead to lesions and ulcerations through which bacteria can
invade the tissue. Scientists do not yet understand why the immune system
normally co-exists with these bacteria yet can still mount a rapid defense against
unfriendly bacteria, or why the immune system sometimes attacks healthy tissue.
The computational model allows scientists to examine these events in detalil.
Analysis has already revealed one factor: one specific type of immune cell, a pro-
inflammatory macrophage, is a main culprit in the unregulated inflammation of IBD.
(ScienceDaily, July 23, 2010)

B iologists from Penn State have created an evolutionary
biology TimeTree iPhone app as part of their overall project
to discover when every species and their ancestors
originated, all the way back to the origin of life four billion
years ago. TimeTree maps the tree of life, which is a way of
organizing life forms based on two factors — the
chronological order in which organisms branched into new
evolutionary directions from the tree of life, and how many
millions of years ago these branching events took place.
The first phase of the Penn State project appeared last year
as an online project, TimeTreeWeb, a knowledgebase
created using thousands of evolutionary-branching data
from peer-reviewed scientific literature. The new TimeTree
iPhone app takes any two species and shows how long ago
they shared a common ancestor. (The Pennsylvania State
University, September 20, 2010)
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By Aarthy Vallur, Senior Fellow at the Universityfd&Vashington

The last couple of years have seen the emergence of  yet another term in “cutting-edge”
computing - cloud computing.  “It's all in the cloud” has become almost a mantra in some circles.
Simply put, cloud computing is the availability of raw computing power and applications through the
Internet, accessible through any computing device from anywhere. The only real requirement is the
availability of the Internet. The available-on-demand nature and easy sharing of applications has
been very attractive to businesses and the government. Sharing and portability are a scientist’s
primary concerns. A leap to the cloud may help scientists harness the power of the Internet in new
ways that can profoundly change how science uses the Web and will forever impact how the Web
changes fundamental concerns such as cost, time management, data storage and accessibility. It
will also bring a whole new meaning to “collaboration.”

There are no capital expenditures for infrastructure or computing devices. The operational expenses
are also low, as there is no need to hire service personnel. Every application works as a pay-per-use
utility. This could be a big boon to the cost-cutting, reduced-funding days in science that we are now
experiencing. Take the instance of Eli Lilly, the biotech company that needed a 64-machine
computing cluster to work on bioinformatics for 20 minutes. They rented the computing capacity from
Amazon.com and paid just $6.40 for that 20 minutes of usage!!

Building an infrastructure for computing is expensive in terms of time as well. Even if a scientific
group is part of the hundreds of groups that share powerful computing resources from national
laboratories, they will have to wait their turn. In an era of intense competition, in which scientific
groups are vying for the same piece of the puzzle, time matters most. Cloud computing can ease the
wait time and let scientists ahead of the line at their own pace. Such scaling options give them the
ability to remain competitive. If we consider the Eli Lilly experiment above, they completed their task
in 20 minutes instead of waiting for 4 weeks to procure the necessary computing cluster. This
acceleration was unthinkable a few years ago.

The real challenges in managing scientific data are portability, continuity, and availability for
members of a group or company. Hard-disk storage does not satisfy all these issues, and the
constant requirement to back up data in other storage forms is a daunting task. However, having a
centralized storage server with redundancy is very expensive and will hurt the budgets of research
groups. By tapping into low-cost cloud-based storage, scientists can have reliable and readily
accessible data from any device in any part of the world, breaking down traditional data sharing and
storage barriers. As a scientist, perhaps this is the most practical appeal of cloud computing for me,
and | witness the power of cloud-based data storage and sharing every day.
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Software procurement and updating can prove expensive and impractical. Cloud-based applications,
also known as Software as a Service (SaaS), offer an inexpensive set of tools such as office suites,
image processing applications, collaborative wikis, and so on, which are either free or available at a
fraction of the cost of traditional software applications. For example, Google Docs
(http://docs.google.com), an office suite offered by Google, is a web-based alternative to Microsoft
Office, accessible by any browser. The biggest advantages of Google Docs are that it is completely free
and it allows any number of collaborators to edit a document simultaneously in real time. The absence of
software restrictions and investment make cloud computing very attractive for scientists in developing
and other countries, where currency disparities make proprietary software prohibitively expensive.

Finally, some instances of scientists harnessing cl oud computing with great results:

- ALICE HEP Experiment at CERN, which used Amazon cloud services.

- Scientists involved with the STAR Experiment at Brookhaven National Laboratory completed their
simulations in record time for the Quark Matter Physics Conference using Amazon cloud services.

Researchers at the Medical College of Wisconsin Biotechnology and Bioengineering Center in
Milwaukee have developed a free toolkit called VIPDAC (virtual proteomics data analysis cluster), which,
along with an Open Source toolkit called Open Mass Spectrometry Algorithm (OMSSA) from the
National Institutes of Health, can easily harness Amazon cloud service for high-performance proteomics
analysis.

- Our own University of Washington sets the pace with three research grants from the National Science
Foundation (NSF). Two grants will fund projects to examine ocean climate simulations,

analyze astronomical images, and develop tools to tap cloud computing to access and analyze massive
scientific datasets. The third grant funds the addition of cloud computing to the university curriculum and
training to teach these concepts.

Clearly, cloud computing offers many advantages in scientific research
and will alter the scientific landscape in unimaginable and exciting ways. A
savvy scientist should be able to take advantage of these resources.

Amazon offers grants for researchers (http://aws.amazon.com/education/) to use Amazon clouds for
free, while Microsoft signed an agreement with NSF (http://www.nsf.gov/cise/news/2010_microsoft.jsp)
to let American scientists use Microsoft's Azure cloud platform for free. IBM, HP, Yahoo, and Google
also have programs to help researchers take advantage of cloud computing.

| want to acknowledge Krishnan Subramanian, Editor, Cloud Avenue, for educating me and
providing valuable links.

10 www.seattleawis.org ~ Women in Science  Fall 2010 Section: Features



he use of computing in biology is not a new idea. In the 1860s, Mendel cross-pollinated smooth
yellow pea plants with wrinkly green pea plants and observed the color and shape of the offspring
peas in the next two generations. He calculated the ratio of yellow and smooth peas to green and
wrinkly ones and gained important insights into the rules of heredity and genetics. Nowadays, we
would not consider this to be ‘computing,” but simply counting. Indeed, biology — the study of
organisms — has evolved rapidly as a scientific discipline in the past hundred years. Biologists are no
longer restricted to counting peas or breeding mice to test their hypotheses. The advance in molecular
biology techniques has allowed scientists to directly relate the changes at the molecular level to
phenotypic changes, such as coat color, weights and heights. In addition, the speed at which the
molecular information can be gathered has greatly accelerated. Suddenly, the technology is providing
so much data that biologists are facing new challenges such as data storage issues. This vast amount
of biological data sparks the development of a new scientific discipline: Bioinformatics.

Bioinformatics, or computational biology, is a fiel d that utilizes and blends the fundamentals of
statistics models and computational algorithms to i nvestigate questions in biology.

Itis a new field, as the oldest graduate program in the US was established only a little more than ten
years ago. Since then, more than ten graduate and undergraduate programs have been established
across the country. Each program differs in its focus; some are specialized in developing new
statistical models to help find drug targets for certain diseases, and some are interested in applying
computer algorithms in simulating population models. The questions that bioinformatics is concerned
with range from medical record data mining, protein modeling and docking, genome alignments to
drug discovery, to name a few.

The field of bioinformatics will likely continue to grow for the next five years. With the lowering cost of
sequencing, having everyone’s genome sequenced and studied is not a far-fetched dream as it was a
few years ago. Are you considering which scientific discipline to study? How do you know if
bioinformatics is the right field for you? Bioinformaticians are not simply computer scientists who
treat sequence data as numeric. They are not just statisticians who apply existing models to biological
data. They are definitely not biologists who happen to know how to use software. First and foremost,
bioinformaticians need to be biologists at heart. After all, we are trying to solve biological problems.
The data do not make much sense if taken out of context. Secondly, one needs to be able to think
guantitatively. The huge amount of available data needs to be handled efficiently and carefully in order
to reach any meaningful insights into biology. One also needs to be able to communicate and
associate ideas from one scientific field to another.

Now, do you think you are ready to join this exciti ng field where statistics, computer
algorithms, and biology coexist?
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By Lucinda Brookens, Business Intelligence AnalystWashington state ( B.A. in psychology from thé

INTRODUCTION

Data mining involves the use of sophisticated data analysis tools to discover previously unknown,

valid patterns and relationships in large data sets. Data mining is becoming increasingly common.
Industries such as banking, insurance, medicine, and retail commonly use data mining to reduce costs,
enhance research, and increase sales. Data miners use a variety of methods to examine the data
(Berson et al.). These include pattern association (pattern in which one event is connected to another
event), sequence analysis (pattern in which one event leads to another event), classification (identifying
new patterns), clustering (finding groups of previously unknown facts), and forecasting (discovering
patterns from which one can make reasonable predictions).

There are several emerging areas in data mining such as stream mining, text mining, mobility data
mining, and social network analysis that require new techniques for offering privacy for the increasing
amounts of personal information collected and disseminated about all of us. Demand for personal
information has exploded in recent years (Herzog et al.). Its availability has raised privacy concerns,
especially since 87 percent of all Americans can be uniquely identified using only three bits of
information: ZIP code, birth date, and gender (Sweeney).

Data mining vendors say that prior to the re-selling of data, they scrub it of all identifying information to
protect personal privacy. However, advances in the science of re-identification have undermined the
scrubbing process. A pair of computer scientists famously proved that when scrubbed data are paired
with other information from publicly available databases, re-identification becomes possible (Porter). This
fact has exposed a serious security flaw in businesses that rely solely on the scrubbing process to justify
sharing personal data indiscriminately and storing personal data continually while promising users that
they are protecting their privacy.

At this time there are multiple levels of concern surrounding mining personal information, in terms of how
the information will be used and secured, sharing permission, and liability if the information is leaked or
used against individuals. Just imagine, for anyone in the world, there is at least one fact stored in a
database that an adversary could use against them, whether the data are accurate or not.
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PUBLIC DATA

Historically, data mining was used to detect fraud and waste. Today, a data miner can gather enough
personal information to paint a complete picture of anyone from their personal shopping habits to health
history. All they need to do is tap into any of the numerous databases that gather and sell public information
(Lipowicz). In fact, in the past couple of years, database vendors have begun to offer mining assistance by
providing different resources to validate any public data found. This includes search information on addresses,
such as who lives there, telephone numbers, occupants' ages, and neighbors' names, telephone numbers,
and addresses.

In August of 2006, America Online released web search data from over 650,000 users without consent. A few
of the users involved in that release have since filed a lawsuit citing that the released data was too private for
public viewing (Perez).

Yahoo is one of the world’s biggest data aggregators. Yahoo offers an abundance of services that are ideal for
personal information collection. Users voluntarily furnish their personal information every time they use a
Yahoo service. Over a period of time, Yahoo acquires enough personal information to create an individualized
profile that is used for targeted advertisements.

Microsoft collects personal data from MSN, Hotmail, and Xbox Live, and stores it in a central database. The
data include email addresses and generic personal information such as name, age, gender, favorite books,
video games, and gadgets. Then Microsoft takes the data and creates individualized targeted advertisements.

The Czech Republic refused to grant Google permission to expand its “Street View” GPS application because
the mapping feature invades public privacy. Google “Street View” collects publicly broadcast SSID
information. These SSIDs are stored in a database with their associated GPS coordinates. Google posted on
its blog that it had accidentally collected personal information while canvassing positioning data during “Street
View” sweeps (Janicek).

In recent times a complaint was filed with the Federal Trade Commission against Echometrix, the developer of
a parental control application that monitors children’s online activity. Echometrix analyzes information
collected on children and sells the data to third-party vendors for market research. The complaint alleges that
Echometrix practices deception by collecting and disclosing information about children's online activity that
violates the Children’s Online Privacy Protection Act by collecting and disclosing information on children under
the age of 13 (Tarran).

A loophole in the law  now allows the four largest credit bureaus, Equifax, Experian, TransUnion and Innovis,
to sell personal and private financial information to any and all lenders both in the United States and overseas
(Mitchell). The financial information they are selling includes name, address, phone number (including unlisted
phone numbers), credit score, current debt, debt history, property information, age, gender, and estimated
income (Privacy Rights Clearing House).
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PRIVATE DATA

The Electronic Privacy Information Center (EPIC) has urged lawmakers to update federal law to protect
the privacy of social network users. They cite Facebook's constant changes to user privacy settings as
making it difficult for users to control who gets access to their personal information, while social network
companies disclose user personal information to third parties without informed and explicit consent (Sharon).

Social network services are increasingly being used by data miners for legal and criminal investigations
(Albrechtslund). Information posted on social network sites has been used for forensic profiling and probation,
as well as by university officials to create a profile on an individual's behavior on which decisions, damaging to
an individual, may be taken (Helmer). There are several issues with personal information passed onto third
parties that have been altered or removed by the user (Emery).

Health information is an extremely valuable commodity, so people are always trying to obtain it without
consent (Morahan-Martin). So far, patients' rights do not seem to interfere with these business schemes
(Etzioni). In Ontario, Canada, a former health minister wants the law to state that personal health information
in the custody or control of a health professional belongs to patients. In one case, patients who wanted to take
their records to a new doctor after their doctor retired were charged "an enormous fee" to get their files (CBC
News). Here in the United States, an increasing number of doctors are agreeing to allow vendors who offer
web-based applications that include database storage, to access and collect patient data. The vendor scrubs
the data of personally identifying information, and sells it in bulk to buyers (Freudenheim).

Some businesses resort to selling information about their customers as they scramble to find assets that can
be sold to appease creditors. For example, Boo.com, Toysmart and CraftShop.com sold sought-after
customer data that include phone and credit card numbers, home addresses, and even statistics on shopping
habits. Fashionmall.com purchased some of the assets of Boo.com; it acquired data on Boo.com's 350,000
customers. CraftShop.com sought a buyer for customer data that it had promised not to disclose. Toysmart
advertised the sale of its customer list and database in The Wall Street Journal (Sandoval).

The state of North Carolina has an initiative that is being promoted by the state sheriffs association that would
provide law enforcement officials access to patients’ confidential records in the name of bolstering efforts in
the war on prescription drug abuse (Bonner). Patient advocacy groups say allowing police officers access to
legal prescription information would be detrimental to public privacy.

ChoicePoint maintains more than 17 billion records on 220 million people, ranging from social security
numbers to DNA samples. The majority of ChoicePoint’s information is sold to the highest bidder, which could
be the government, a private company, or an individual (Shalhoup).

One of the biggest personal data heists of all time happened in 2005, when 300,000 records were stolen by
hackers from the LexisNexis database. The data included mailing addresses of almost every person in the
United States. Luckily, the hackers were identified as a few teenage kids just trying to have some fun, but this
incident demonstrated how incompetent the LexisNexis security measures were at protecting one of the
largest caches of private data in the world (Silver).
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The smart meter that public utilities departments are increasingly using to measure electricity consumption
may be the greatest threat to personal privacy. These meters gather more data than just how much electricity
a household uses (Jaffe). They can tell how many people are in the household, when the occupants sleep or
leave the house, and how much TV the occupants watch. The Department of Energy projects that there will be
52 million smart meters in the United States by 2015 (Daigneau).

CONCLUSION

These examples of data mining and privacy invasion are intended to highlight some of the issues associated
with mining and public privacy. However, this article on its own cannot make a big difference other than
create awareness in readers of the concerns associated with mining personal data.

So if this article leaves you with anything, | encourage you to become more educated about privacy policies
of the companies you do business with and make your consumer decisions based on what you learn.
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